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NCSC Gateway to Ransomware Guidance
2 key messages to help prepare for and protect against Ransomware attacks

What would you do if your business files were lost to ransomware?

To get back up and running we recommend Offline Backups, this will 
enable quick restoration of business functions.
Good backups make getting back to business quicker with less long 
term impact.
In addition to encrypting files on your computers ransomware attacker 
attackers will often attempt to corrupt or alter existing backups.

Offline backups are your best defence and will mean encrypted devices 
can be wiped and restored from Offline backups.
Offline backups (cloud or disconnect physical media) are when the 
data can be protected from accidental or malicious deletion, they also 
should offer version retrieval. If you lose access to your files due to 
ransomware you should protect against this by recovering from an 
earlier version if a backup has been completed since the attack and 
preventing deletion of backups.

We recommend that you follow blog on offline backups Offline 
Backups

RDP account compromise is the source of 50% of ransomware 
attacks.

We suggest you turn off RDP. In order to do that you need to 
understand if you have it. 
NCSC’s Early Warning service will help you know and provide 
many other benefits.
Early Warning
If you identify RDP and didn't know it was on turn it off. 
If you have to use RDP we recommend using Multi-Factor 
Authentication and following the below guidance
MFA Guidance

Make sure you follow the principles of Privileged Access 
Management (PAM)" PAM Blog

Make sure that the accounts that are allowed to use it have 
unique passwords - try #3randomwords Three Random Words

Backups Messaging RDP Messaging

https://www.ncsc.gov.uk/blog-post/offline-backups-in-an-online-world
https://www.ncsc.gov.uk/information/early-warning-service
https://www.ncsc.gov.uk/guidance/multi-factor-authentication-online-services
https://www.ncsc.gov.uk/blog-post/protecting-system-administration-with-pam
https://www.ncsc.gov.uk/blog-post/three-random-words-or-thinkrandom-0
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NCSC Gateway to Ransomware Guidance
Summary of NCSC advice & guidance on ransomware given the ongoing risk of attack.

Mitigating malware and ransomware attacks

Defending your organisation from Phishing attacks

Exercise in a Box - Preparing for an incident
includes a ransomware scenario

10 years of '10 Steps to Cyber Security' - Securing your 
whole organisation

NCSC Cyber Incident Response organisations 

Weekly Threat Reports - Latest news from NCSC

Reporting a cyber security incident to NCSC

Ransomware guidance for IT teams:

"The rise of ransomware" Why Ransomware has propagated

International work to counter Ransomware

NCSC ransomware blogs – the bigger picture:

What board members should know about Ransomware

NCSC's cyber security training for staff 

Ransomware information for board members 
and staff:

mailto:ncscinfoleg@ncsc.gov.uk
https://www.ncsc.gov.uk/guidance/mitigating-malware-and-ransomware-attacks
https://www.ncsc.gov.uk/guidance/phishing
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Finformation%2Fexercise-in-a-box&data=04%7C01%7Cscott.c%40ncsc.gov.uk%7C41d6537709f84165fcd408d92a8e6a33%7C14aa5744ece1474ea2d734f46dda64a1%7C0%7C0%7C637587613412741718%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=OfCxZtF0va6XwB00vAGt8tNTJj7apF%2F%2FG%2BjF84r%2FNvQ%3D&reserved=0
https://www.ncsc.gov.uk/blog-post/10-years-of-10-steps-to-cyber-security
https://www.ncsc.gov.uk/section/products-services/all-products-services-categories?scheme=Cyber+Incident+Response
https://www.ncsc.gov.uk/section/keep-up-to-date/threat-reports?q=&defaultTypes=report&sort=date%2Bdesc
https://report.ncsc.gov.uk/
https://www.ncsc.gov.uk/blog-post/rise-of-ransomware
https://www.ncsc.gov.uk/blog-post/ransomware-taskforce-rtf-announce-framework-to-combat-ransomware
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fblog-post%2Fwhat-board-members-should-know-about-ransomware&data=04%7C01%7Cscott.c%40ncsc.gov.uk%7C41d6537709f84165fcd408d92a8e6a33%7C14aa5744ece1474ea2d734f46dda64a1%7C0%7C0%7C637587613412701885%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=wQW3rtZp2QK6HBAY7QXJZdh8pF0GWU44c4Fou1PsI64%3D&reserved=0
https://eur03.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.ncsc.gov.uk%2Fblog-post%2Fncsc-cyber-security-training-for-staff-now-available&data=04%7C01%7Cscott.c%40ncsc.gov.uk%7C41d6537709f84165fcd408d92a8e6a33%7C14aa5744ece1474ea2d734f46dda64a1%7C0%7C0%7C637587613412711852%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=7lViKVW7I%2Ba7Zmr1pGCByVQ64YMR9FMFBTvRe4KjwIk%3D&reserved=0

